E5E B
5.1 BESDEM
51.1 BB &L
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[ECB (Electronic Code Book) mode] #ERDEAE—NTHD, L& TR
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[OFB (Output Feed Back) mode] Hi7 & w7 OBEEAb7 0y 7% X SIS
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5.4 OFB (Output Feed Back mode)
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SERGERE 5-0D DES ([ZEDW ey v a b HIETH D, HIID Unix/Linux
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[SHA-1 (Secure Hash Algorithm 1)]

1995 4EIKEOESABHEREHTR NIST) 12X - T, KEIFEAED — S5
v a Bl LTSN FETH D, L LG, 2005 TR E
BOFENER S, BUETIIEAZEEE L TS VAT ABIHELTEY
SHA-2 ~DRATHR HEE ST D,

[SHA-2 (Secure Hash Algorithm 2)]

SHA-1 DEg AL (2001 4F) Tdh %,  SHA-224, SHA-256, SHA-384, SHA-512,
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RTET, TN OTETIE 256bit E71E 512bit UV FED TNy v afi



EHOLTCWE, HATEF IS, T E72D0DT, Frd 585413 Basebd
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[SHA-3 (Secure Hash Algorithm 3)]
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[Bcrypt (Blowfish)]
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FHFFOT VY RAERHT 5 2 LIS Lo TS OREEL FiF 2 Fik
HbHDON, TOFEIRD FRTHL LS TN, e biE, 73l
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19 AU BRSNS TH D, ToIRWELEEGEL T 505573 0T,
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AR ERE A EL N ) HOF— LN LTIz m v R 2 (1944 4F) I L -
TfmES Iz, Flem =~ Mo OGNS, EEED ) )V~ T ¢ — LReEk
ZRINTBN - E b EDILTV 5,

KREAZITA ¥V ZABORZ XY . 28w H 2 2 OISOV T OS50
o OREkA b A E CEEFHROBFIC= =/~ M SN TR Y, A
U CHOMRHIBNIICNL & 9 & LTcizsd EFhIvTV D) | 1970 4F & TIaksify
Thole, LLZDORDIFHRARIZLY, ==~ @Fktd 577 - F
2=V 7 HLDIREBA LN E R oT,



(RC4]

1987 FFICBHFE SN A R U — LGS Th D, B LAN 0 WEP 72 & T &

ey, BIHECTIEERIEHER STy,
[DES (Data Encryption Standard))

1972 AEIZERR S 72 64bit 7' 7 B S CHERIT 56bit TH D, 20T
KIEOREHED Homgas B¢, BRI & LTSI N D=2 L b d 5,
BIfECIE DES BARICIIBEIC 43720 72 & LTI S Tuneny,

—J7DES % 3 [m{T5 b Y ZJVDES (3DES : 3 MDA A/ ED) 13F
PSRRI N B B & LT, EIHUERA B — ROSEER S5 K 9 28 m O
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BT SO THDH L EX D),
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(X 5. 15), flzI38#H, BE3CP DAL, X 5. 16 THH OITO LR

P ZROTFIUE, ZDFND I L L7725,

B : HTTPH TTPHT TPHTT PHTT
=X : PTFPN BKAPT FPZMN SLGM

3 : IAMAG IRLIA MASTU DENT
B 5.15 TPTFPN BKAPT FPZMN SLGM) d1ES

ABCDEFGHIJKLMNOPQRSTUVWXYZ | ¥X
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B5.16 J 1 DaRIUESOES (1 M A OFS)

7V TTHy 23T = < OIS SR S, BEROSCF31 & U CidfE

REE SN D RGMEBIC G EN DX F EOHGE R EAMEH Sz,
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5.3.4 94 21 RILEESDHIRE
[F5RE)

7 Y 2 RV S ORG-S A [FXONB OHAYM CAGK) THbv ., =
121 TCHIBA] &9 HEZES A TWNVA Z L350 TVAEA

DI LD

DI 5%

-
—N =

2 VTTE Y7 EOTHRT, RBRHIERDOHLEEL > TND,

(f2% - &)
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=T o=
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5.4 NFAREES
5. 4.1 NERIESOME
@ EEng 5 O R RO IO G HIETH T,

ZD LD 7RO,

1976 422 Whitfield Diffie & Martin Hellman |35 =#F|CBE 2SN T
WAHRIML T Th-Th, FOE=FIZMbNLZ L WEHRLENBAEN
R UHsiEa A CX AT AT Y RAEFRRT 5, i Diffie-Hellman

FBIE L ITHIN D FIETH D,

Diffie-Hellman SEAZHATE B IRIISE 272 ABHSERE 5 & 135 2 723, ABas:
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Wig DB Z Fi B LTeR IO D TH D, I HIZZEOIED 1977 FI2i%
Ronald Rivest H{ZJ 2 RSA BB MR I4L, AV ABHERE S DEA]D b D
T D, LN L7 5 Diffie-Hel lman SEAZHAED RSA K575 L 0 55 T B ol
TR <, B89 B AN Lo TRATE IS 5,

I\ BHEHRS -CIT A BRSE & RSSO — D DEMER S, B OfEECREEAL
L7ebDiE, b IRAHTORTRNEF S TERVEWIHIMEEZF > TS, =
DZOOFHIFERANNIHRIITH Y . EB 0 ZEHEE I XA LT
BV, ZOWEERAE—UHAT R e ) EHATDE, ARG 5
frv&w%éj®%%%%tﬁ5:&ﬁﬂ EL70D, EHICZD [FYFL
B OFSRERERAT 2 & Jalaib7e & 5 Il 5 CIIsEH & 2o
7o, TEROTESME, TIPS JOBRBGIEOMRER F2BI 5 Z L3 AlkE
L%,

NBREEESCIE, A MU — BT S(b AT S & B s (3-C
DOXFZERIDOLT-1 xF 1 THISSHDHHS) LRIFERLDOERD | BN <
RBDTUHTT 1y 7 AL CORF AL L 52T b,

5.4.2 ARSI K DIFHROIE

ONBREER 7 CIIABHSE & R E D SO ERR SN D, ZDDEDR D
FETHESLLZBDIE, b AFTDOETRVEESTERNE VD HEZFIH
LT, Lz O —H2nfL (AR . O HamEchETd @
B, 7o HOOIRTE TRz X O CEERINCITFER 20T, EB 5
ZNBRE - BV L CH BV, 7272 LIFE{EAY — /L Céh % OpenSSL 72 &0

HECIRABHgE & ESEA IR IR L, SHRABDHITT D72 DIZABROE
é%%<bfné%A%%é(%m$L®% ECIIABRO— DT — 2 1%
FEE ER>TUVND),

5.17 (ZHW T Bob 23 Alice ~ABHEENT 52 MH L7cif oAb A —/L &1k
(CERAY e N

ZOYE O FAL - T OFNTLL T O@E Y 12722,
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@ Alice %3, Y—ILEZRAWTHLDARREMBBERORT EERT 5. 2
BRI Web R—Ji ETARL. MBERIIFRICEL,

@ Bob [LAlice ~MDA—)L%E Alice DABIRTEERILL. #IET 5,

@ AR TEE{ELIA—LE. BLARETIESTELALOT, L LAES
BEICREENNTEIDA—ILERERT D EIETERL,

@ Alice [EBob MDD A—)LEBHOWERTEE L A —ILEHRT,

Alice m722FA% (e, n)

N A
HTEnL

Chlice ouE
};EEQ,\\\'f # (d n

MERTO
AESATRE

Alice

517 AFSRIES & S 1EHROME

Alice ONBREETHE AL L= S DIE Alice ORESRETULIERTX 20O
T, fE/7 Bob B D A—) WL, FMEHEAZ RO Alice BE LgiieZl &N TE 72
WEWH Z LT A,

543 NRBIESICKETOHILES
[X]5. 1812 Alice 22HBob ~F UHNVBAFEDA—NEFEEFT HHEOTF
g2~
@ Alice [FET . Y—ILZAVTELOARBLWERORTEERT 5. 2
BfRE Web R—J74 E TR LMERIIFTICEL,
@ Alice [FBERDA—ILDONM %#:tET 3,
@ Alice (&, SHEL=N BN OWERTESILT 5, D ZEESELIZID
M, Alice DERTHS,
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@ BREA—IVIZHFTLTBob ~NEET S CGERDA—ILTIE, ChEBob D
NER TS L TEIET DA, ZTIEEEIEO=HIZESIEIEITHIELY),

® BEBLOBIAEIL. A —ILAXLHFENz D Ox@BAES LS.
INLEHRIATHZEIETARETH S,

® A—ILEZFE-o1=Bob (L. TSN TLDERZE Alice DAFBTESL
TM ZEYHT Alice DAFRTESTESILITKY. ZDOM (ZAlice
[CE-oTEHESINEZEMNMRESID,

@ Bob [XAlice MA—ILD WD %HET 3,

® Bob [ZEHDTEEL=M & Alice NDZITER>7= WD ZEELT—HLT
WBZEEHERT D, MEBN—HBLTWAIEIZKY, A—iLhEPTHRE
AESNTUWEWI EAMREEIN S,

Alice M2ARA%E (e, n)

N7 THER

ﬁAlice DIER
..... ¢ JC)

5.18 NFRMIESICR ST OS2 ILEZOME

DEN, AvbE—Y (T—F) ODAvE—UX AT xR N HyORERET

AL LTZbOm, BODTUENVBATHY, ZHUED A=Y (T—
%) O5ERMEE B OO KOG A2 IG5 2 L3 ATRE L 725,

¥, 5. 18 1T VA NEXOMEATRLTND HDRDT, FERDT A
T ANOFETITFIEENERE SN D55 b H D,
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5.5 Diffie-Hel Iman 883
5.5.1 Diffie-Hel Iman 23c#aiL & (X

Diffie—Hellman SEAHAE (BHIATEL LIHTND) I1X, 1976 4FIZ Whitfield
Diffie & Martin Hellman |Z& > THASNIZTHET, WEOYFHRLIH
SHEIH DD Z LA [ UM A AR TE 5T VT Y XA TH D, [F L
WHEA AR LT RIE, EOmE A U TRy S EilE 417 0 . Sl 4Rk
TV TNNEA LNTITOILDD T, A—N72EDA v E—T O 5B IE RN T
VRN,

2B, ZOTNNTY RAOEFHT 1997 44 AIZEBL WD, £1-Z0D)
FRIZ XV 2N 2015 FICE#RBERTO  —VE E b EDID T 2 — ) v
TEEZE LTV,

5.5.2 Diffie-Hel Iman SEXXHED 7 I/)LT ) X Ls
Diffie-Hellman SEAZHIED T /LT Y X NFTLATF DL 912725 (3 5.19), 72
B, UFTHEHTS ~ 138%E%E, mod 13EIVHTORD ZEWT 5,

1) £ITRERMT S 2EFEORD—H (LU Alice) HY. +HKEL (BE 512
~1024bit) HHP ZRD. TOREIEE G LT 5, 172 LEETIIEER
FIDBFREMN D, FEIZE6 ZRD GBE 205 MRIEND). ThERKRET
LEHP ZEDHBHEENELY, Alice (X0 =< Xa =X P-1 THHWZH Xa
ESUSLICERL, A% Ya%x Ya = (G'Xa) mod P THEL., BEX
#2954 F (LU Bob) (2 (P, G, Ya) Dty FFXET S (EEDORE
TIXZDOT—%I1E X. 509 @ SubjectPublicKeylnfo & LT ANS.1 @ DER T
VAT VT EFESTELND),

2) Bob X Alice MoESNTEEEY B, 0 <X Xbo =< P-1 THIHWE
BXo =S UFLICERL. K= (YaXb) mod P ZEtE L THBERK #15
%, KiZ K= (((G"Xa) mod P)"Xb) mod P = (G" (XaxXb)) mod P & £+
%, S5IZBob (X22FA#EYb % Yb = (G"Xb) mod P TEEL. #tv ~EP,
G, Yb)Z Alice x5 (fFH& LTIXYb DATHHE,

3) Alice [XBob MioEDNTES Yo ZE->T, £FEHEK %K = (Yb"Xa) mod
P = (G" (Xa*Xb)) mode P TEHET %,
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4) Ll&.Alice &Bob3#t@HE K AL TT—2 ZBS{L LLBIEZEIT S,

Alice & Bob I3f/RFEI L K = (G~ (Xa#Xb)) mode P ZRFHE LTV 5 Z L1272
. FRTORERE Xa, Xb OFEHILP THIS7=RD THD Ya, Yb OHFITFR
SNTNDTeD =A% Ya, Yo F—Z R TH Xa, Kb ZE1D Z LITTEARUY,
2L, a7 AR CHHT 2FMP B E D RE L RWEAITIL, BE
T—% (P, 6 V) oS X ZHENT 52 EFRETH D, E£o, P
ZRRAES D 07IEDS (T Y ALE LT) HEINTWRWZD, H=A758
BIZEIVAAT, BHREASOLOETVNZTLED EPF'EFJ% (Man In The
Middle) BZEEIZHHNE S TWD,

ERNC LS TIY F—%2FE L AB# L 7 U THFZRRET 2 2 & b
RETd %, 7z DiffieHellman LA FEAER EITHND5EIE. Y F—
XEEE 72D, ZOFEL static DH E72FHIZ DH LFHT A3, RIU Y ¥
— (EIBECHEEP EREHEX) AT 5 2 LT AT A DfEFRIZ SR
Do —HEDHE TG A—2 %G H UEIEFE O DiffieHellman SEAHEIX
static DH & XB/L"C DHE (DH Ephemeral) & HIFEEID,

Alice NEBOHR Bob

FHP. [RIAIE G DAERL
W Xa DAERL
Z\Bf8E Ya =G Xamod P MEtE

Bty D% P, G Ya) — WER Xb OERL
$iE8% K= Ya™Xb mod P DFHHE
43R Yb = G"Xb mod P (EHE

HBERE K=Y XamodP OFt&E | — (P, G Yb) Bty FDimE

#5.19 Diffie-Hel Iman #3%#ai% (DHE) O 7)LT Y X Ls

5.5.3 Diffie-Hel Iman $@3cHuLD5|RE
FE O Diffie-Hellman $EASHED 7L T X AEEHIZEX FHILLI RO
L9175,

1. AlZG, P LT Xa ko5,
2. AlX Ya=G"Xa mod P ZEtEL. (P, G Ya) %#B~&E(E,
3. BIZP#mIcipzzig Xb kDB, Yb=G"Xb mod P ZEtEL. (P, G, Yb)
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# A ~E1E,
4. BIZ K=YaXomod P 2518 L. HERK 21585,
5. AlXK=YbXamod P Z5tE L. HERK 21585,

INESEIZ, LUTIZDiffie-Hel Iman$#Acik OB A /"9, 7272 L, AT
OBREITFEEPHIER NS WEETH D Z LITHER S, 7236 mod X °
OFFEITIE MS Windows|\AEHERER SN TN DR (BKER) 2fMiHT 2 L (#
FlTHD)

(BIRE1 : G=2, P=1, Xa=4, Xb=3 MIZFE]

A:G, P ZRDQ, 7)., SOITHESH Xa=4 2D 5,
Ya=2"4mod 7= 16 mod 7 = 2
(P, G Ya) = (7, 2, 2) # B~¥Z

B:G, PbLAMESE Xb=3 2D,
Yb=23mod 7=8mod 7 =1
(P, G, Yb) = (7, 2, 1) & A~EE

Kab = 23 mod 7 =8 mod 7 = 1
A:Kab=14mod 7=1mod 7 =1

[fIE2 : G=2, P=13, Xa=5, Xb=4 DHE]

A:G, P ZPRDQ, 13), SOICHEH Xa=b 2RO D,
Ya = 275 mod 13 = 32 mod 13 = 6
(P, G Ya) = (13, 2, 6) & B~i4F

B:G, P2DAEGE Xo=4 2RO D,
Yb =2"4mod 13 = 16 mod 13 = 3
(P, G, Yb) = (13, 2, 3) & A~k
Kab = 6°4 mod 13 = 1296 mod 13 = 9

A:Kab = 375 mod 13 = 243 mod 13 = 9

5.5.4 Perfect Forward Security (PFS)
T4, Perfect Forward Security (PES) &9 & x FMEH S Cub, PFS
L, HORENEHA L Qe (Kb, He40 NRELTH, 2l
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AN DOZ LI DRE 5 DR i e B2 12 & Th D,

OF Y[R UHEAE 5T 5 static DH 38 X OWRENORSAIFPFS TidZz < . DHE
IPFSTH D L FE A D, F 7oA M HiBRBEEAFI M L 72DHEDHLHRAR C & A5 M #h
BT A 7 4 — « ~v ESHRE (ECDHE) HPFSTh 5,

5.6 RSARES
5.6.1 RSARE S & (%

RSA BB, 1977 4FIC Ronald Rivest, Adi Shamir, Len Adleman 5(Zd -
TRFEMThiv., AR5 HRIC L D HEAIO 5 ThH 5D, RSA W) A4FR
IBHFEE D 3 NI T A HkE LTnD,

Diffie-Hellman SEAHAILE L (TH/RY | A—NIREDRA v =TSR LI
N TWND, —F, UTAEA LTOMGIEHT 256120, BT
DT, HIMGEOZZHUT RSABEB A L, £ DO%I358H Lo @itz K
2 IESET S A T 2 ORI THD N TV v FEEEHR), Kio
LM (FFRORMES) 13, REBRBORREOFORBES ITKFEL TBY
70T ARCHAT 2 TR E < RWVGEAITIE, ARRIEHANICHE S
T H 2 EAIREE R D,

228, RSAHEF S DT /LT ) X LORFHE 2000 45 9 HIZHZh L T\ 5,

5.6.2 RSAEED 7T X L
RSA B 5D 7 VT Y R LELLFIORT, 728, LN CHEHT2 ~ 1385 %,
mod |IE|V ETOLRY ZEWT 5,
1) HEKREZELG2DODFHM p, 9 ZEATn=pxg &T5,
D p-Dx@-1) UFT @-1x@-1 EEWNZEDE ¢ &S,
3) (exd) mod (p-1Nx(@-1)) =1&,5E2BHdZRDBE (6, n) AN
NEARE. d, n)AEREED
TR, LM AR T AIZIZ C=Memod n &L, BFESC C 2T

BT M=Cdmod n &FHUTEV,
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5. 6. 3 RSARES DA

LUFIZRSADBIE R 7~ T, 7272 L Zhud, FERICHE L Lz (3 255k
MIEENINE) BIDT= DA TR A L, FBRORSAL 1T 03EH Z &
WZHEE SN2,

BIZIZLLTOFITIE7T e vy 7 B3 1 Th Y, Fmk - H5Tldn GEE
XFEH)IZ L DR 2T 2720, T2 nll EOER S Z &R ThR
LWV HRINFEAEL TWD, ZDTORERLL T OBREDK S TI, #as=g
HFEREFEIZR S TLE- TN,

[(BIRE 1 p=5, o= DIFE]
p=5, =7 &3 A&, n=35, (p-1) X (g-1)=24
24 LN T, 24 EAWNIFHE L2 D e=b IO D,
(65Xd) mod 24 =1 &7¢% d 1329 (d=5 THA[ZZM, ABRFELFE LT/
TLED)
£oT, (5, 35) H3ARAGR. (29, 35) DSPUEE

w2
5 #KES4E 575 mod 35 = 3125 mod 35 = 10
10 2185 10729 mod 35 = 5

33 ZHEH1L 3375 mod 35 = 39135393 mod 35 = 3
3 %8S 3729 mod 35 = 68630377364883 mod 35 = 33

[5IRE 2 RSA BEEDfES:
(e, n) MABHEL LTHZLNTWDET D, n ZIREHARELT n=pXq &
WETH p, q ZRKDDH, ZZT, eXdmod (p - 1)X(g-1) =1 &7pHE
Bod ZRkHpE (d, n)ESRE 72D, Tbb, n BREGET D Z L5
TEL, BOITHESRZRDDZLEINTE D,

ABRGEDS (7, 33) DGE,

33 ZIRESEL T, 33 = 11X3, 972bb p=11. ¢=3 &2,
11-1)X@B-1)=20 THHZOT, (T X ) mod20=1 &72%5 d L3 &
25,

e~ TRVRERIX (3, 33) ThD,
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2
5 ZEES4L 577 mod 33 = 78125 mod 33 = 14
14 #185 1473 mod 33 = 2744 mod 33 = 5

20 #HES1E 2077 mod 33 = 1280000000 mod 33 = 26
26 %185 26°3 mod 33 = 17576 mod 33 = 20

5.7 PKI
5.7.1 PKI &1%

PKI (Public Key Infrastructure) i RFC2459 |ZIE SN, BEEE %R > K
U — b CRBIHRAT 100X VT 4 AT T ThD, KM
BN TWT S, ENE LR T 2 720 OB T IUTHRIT T Bt
(272> TCLE D, PRI 12D, WS HTRORESE, 7TV 4 NVEL - &
FREAERED T +—~» MOEHFIELZBE L TV D,

5.7.2 B/ (CA

PKT BARITAFIPRIC K 5503, 2 DT EHERALE A 56D 5 DO0FRIER (CA)
Th b, ALRITEDARIOEY | FFEITR U TERREZATV, (BBTHI7R) FiEA
AT OB TH D, SRR DIIT SN HE R EIE X 509 FERIE &
HIFI, BRx 2R DD, RELS P LIS OREEZ LN TIORT, 728
HIZFEE L WO GATL, ARESEEL T HAMRZ,

APREETRE « ARBL EOFEBEIHT S, LD SEEDIIAENC &

BIEEIEAE : AFEIAE CAHAS NN LT, EDADERREIZIIHAT 5.
FERIEAE - NS LTRITI S L EBME LIEIRAE. TOXILERTHAT S

RRERIE 5. 20 1TR 3 & 5 ICHEEfE A D 2 3T (BRI B
(ZHIBRI ARV 3 ERROER TIEHFIR I D) . TR ORFERIE—E EOFRGER
NHREEE GEE) 2%17 5, by 7ORRGERIIV— MRIER LT, L—
FRRER O EITA 3 CHAZAT 2 BEAEAE L 72> T 5,
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[ 5. 20 OBICTIE PSR HIGES Iz — i — VO EZRRET 5

ik, T OV ORAECE D6 MGRREROREE (B4) . F
NRRRER ORI E CHGET 5, RIC TIEERRERORENEZ 20 B (X TidH
WIRERIEN) OREE CHGET %, & bICHMREREROFEHEZ L — MERERO
AEECHGET 5, 2 ORRIZ TALOFEE A EALOGEIE THEE L TV < 23,
Btk D/V— NERERIOREAEII 0 D HIET, TOEB L TBLENE D

GEF I — FERRERIOFEAZIIRIN S VAT DA VA F—LENTVWD

Gran%E),

J— PRERERITBUR «ATBHEEBIRCH (BRHED & D32 T FF O BN &
DI, HERHTARIENTEN S IR S X TE 720,

=" BEROBAE -~

Fxvy ,/’
3¢ -7
T RIS R
.

N e

Lnd:EE ”’¢ s
innam “
B =
THERRER

5.20 PRI OBEEEE

SubjectPublicKeyInfo :: = SEQUENCE {
Algorithmldentifer,
seed BIT STRING,
y INTEGER
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Algorithmldentifer ::= SEQUENCE {
Algorithm OBJECT IDENTIFIER,
DomainParameters

}
DomainParameters ::= SEQUENCE {
p INTEGER, — odd prime, p=jq +1

g INTEGER, — generator, g
g INTEGER, — factor of p-1

5.21 Diffie-Hel Iman MD#EIMEIZEES S ASN. 1 (RFC5480, A TS 3 U IFAHEK)

5.7.3 X. 509 ZEEAZE & ASN. 1

PKI CEH S#LLFEIEIT, X 509 FEFIE L LIS, X 509 REFIEA
k9 HEE1E ASN. 1 (Abstract Syntax Notation One, FHEHESCRLHE 1) &I
DT —Z ERdEMER &5, [X5.21 12 DiffieHel Iman $EASHE COME
f&# (SubjectPublicLeyInfo) (245 ASN. 1 %7~

FRC VAT LWECT — X BT 23561, Zhafist AU F
—2{b) LTI/ H720, ASN. 1 OFF AT OGN B 575, Hx
4472 DIZ BER( Basic Encoding Rules) & DER (Distinguished Encoding
Rules) TH D, LAL7R7HS 5 BER IZIFTEMMED B D720, FBRITIL BER DY
Ty MRToH VB < —ERITRBLATREZ: DER DMEH S D Z & D320y,

ZOROT = EEILERBF (2 7), arTr IR, ars oY ]omE
I AT Y ORTT =L 2 NIVHARIEICT 52 L b TE 5 (M5, 22),
F2X 5. 21 TIAD LRI WD, Fafbdledil ZhaeHE T4 LX) 5. 23
DI D, EHIZTHZ DERIZK D 5 b LIzl 5. 24 TH D (Zof
TIEP F—KI%512bit),

e — arvroy —
BAlF | avT o avTF -

N R = HAlF | T ar Ty
B9 | Ik a7 i;é QvEy WAVE S

B5.22 ASN. 1 OT—24EE
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SEQ
SEQ
O0BJ iso(1) member-body (2) us(840) rsadsi (113549) pkcs(1) pkes—3(3) 1
SEQ
INT P Key
INT G Key
INT &+¥—F -1
BIT seed 0x00
INT Y key

5.23 FE1t DER) Df=HDEZ=TL (7T XLlF rsaEncryption)

30 81 9e 30 57 06 09 2a 86 48 86 f7 0d 01 03 01  FZLTYXL

30 4a 02 41 00 be 53 20 60 b6 Of 17 ae f2 47 32  [P¥-

87 25 0d 24 42 d3 95 40 48 82 09 d8 7 af 07 b

[fc 6f b8 eb 5f 9a 8c e2 eb 65 97 30 99 38 73 6h

0c 28 ¢1 4a c7 4d 86 45 11 3b c5 2a cc a2 cd 3d

02 01 02 02 02 01 ff 03 43 00 02  [GF—| P ¥—F-1, Seed
40 [4b 51 d6 00 27 fd el 72 5e 51 10 36 6f 27 21| [y ¥—

0c a2 cc a7 c6 3c 76 62 6e 95 Tb 1b a0 ed d8 16

16 0b 2c 6 41 87 2c 76 91 84 35 13 9a 7d 22 84

138 84 17 09 7c 7c al 40 27 8a 4f d8 dd c3 1e Of

X 5.24 DER [Z& HFFSALf (BBAIF 30:SEQ, 02:INT, 03:BIT, 06:0BJ)

5.7. 4 FEBAEDERK

5. 23 IZREIAE (7% 2 MEN) Oz RT, 722X 5. 25 TIFEL T /L
Y ZALDFEE STV TWDEFN 2 7 i 503, WHEIZFRICHONAD, Fiz
5.26 1Z www. google. co. jp @ (SSL/TLS) H— NGFHHEOFEH 22T 5 (F
—/SFEHECOW TR . ~—VEOBMR E—# A2 LTV 523, Linux
72 ECopenssl 2w RINFATTELHEAITITHETH LD 2 L 3 A[RBAR DT,
Linux BRENFICICH H5A1TEIEFTAT L CATIHE TV,
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Certificate HEEE=
Data
Version N—oay
Serial Number Y TIVES
Signature Algorithm EZT7IILTY XL
Issuer AT
Validity B3HEAME
Subject FRE
Subject Public Key Info FAERIER
X509v3 extensions YRGB (Versiond LU THED)
Signature Algorithm EZ7ILTY XL
| Signature RITEDESR

5.25 FEEAEDIEM

# openss| s_client —connect www. google. co. jp:443 | openss| x509 —text
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
32:0f:b2:b1:30:e7:9¢:b2:05:00:00:00:00:87:7f:c8
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = US, 0 = Google Trust Services. CN = GTS CA 101
Validity
Not Before: Feb 23 15:44:36 2021 GMT
Not After : May 18 15:44:35 2021 GMT
Subject: C = US, -r-crveeeees , 0 = Google LLC, CN = *, google. co. jp
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public—Key: (256 bit)
pub:
04:¢8:71:5f:0c:49:bd:99:61:0d:fb:b3:06:9a:32:

ASN1 OID: prime256v1
NIST CURVE: P-256
X509v3 extensions:
Signature Algorithm: sha256WithRSAEncryption
cd:62:5¢:83:7d:66:05:fc:8b:6d:ed:84:b0:e0:8¢c:77:6f:b8:

—BEGIN CERTIFICATE——
MIIE1zCCA7+gAwIBAgIQMg+ysTDnnL.IFAAAAATd/yDANBgkghkiGIOwOBAQsFADBC
MQswCQYDVQQGEwWJVUzEeMBwGA1UEChMVR29vZ2x1 IFRydXNOIFN1cnZpY2VzMRMw

——END CERTIFICATE—
(5. 26 WWW. GOOGLE. CO. JP (H—/\GEBHE (--veoveeee - [ HBEERSY)
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%722 5. 26 T ——BEGIN CERTIFICATE——— 7> ——END CERTIFICATE—— %
THENTE01E, REAES(A% PEBM (Privacy Enhanced Mail) JEECT#& L
72bDThD, PEMTET—F & A —/L (DALH) ThEhbd Xz, A
F U5 —% % Basebd T7F A MELLTW5,

5.8 H—/\FBEEEV 4T NEEE
5.8.1 HHTPS &H—/\iIBAE

AEFEOF] & L CHITPS TOH— GEE A28 5, Web H—/3C HITPS (HF
TAGEE) 2T L%, h— MlllziE (SSL/TLS) $r— SFEREA A
M= T DM DD, ZO— GEAEEZFIFT S Z Lk, B {bEE
& Web 77 I L DY — " OH IeHER (IRL OFERR) 2NFTREL 725,

Web H— MATTIIET T L AER L, ZNEMEH L CGEAZEEBATER
(Certificate Signing Request: CSR) EIHINHT—HZ/EV L, FEaER
\ZIEAT 2, ZORFEELRDDONITER—BEFHIND Y — 3D KA A
4 Th% (Bl ZIE hogebar. jp 72 &), FEIERMAITIZZ O CSRIZEA4 % L CREN
EaAER L, P MATREY KT, ZORAES Y — SEERE (IS — NGk
HEL LIRS THDH, ZORFaE L F— ATV — SFEHED Subject AT
fxha,

Y= MUTIX Z OFEAEFLZFTEDBATIRE L, Web — 2B S5,
b L —SGEAE A AT LB P RRGER Th 572613 Ob— FEERT
222 BIE) | Web Hr— NIZIIHHERRERRERAZ bl ET = — 2 & L TRIE L
RTFIUTZR B2V,

Web 7' FRITIE, HITPS BEDY 7 =X b2 LIZHAIZ, —05
Z OREEEZITI D, Web 7T UHIEI— SGEED 2F R — LR H D
VI AR RAAL A ERE—TH 50, EIFEAEICH DGR DOEL N
KREOBGEROEL L —H L T D0ERGEET S (X 5.27), 72RO
ROEA GERIE) 1ZWeb 77 UH, & LUL0SITTFHA A b—LS T
% (X 5.28),
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M) &
BER ©) S

HOABHER 7+ — S CADIHE
vk (CSR) \\ (B4

Webs—/%

Sa -1,
BLEHER ,| :/:
oER . S
—/\& =
@ = (RIEROBLD {_j
’ HTTPS =5
8l

R =
Webs—/% WebT 594

5.27 —/\GIHAE

@ FHs ¥

BEI(N): <FNT> v

BA  EMDA PEEIRRE EWINLLL-MIWMRE SHEINRTT SEShELRTR

ESTES E P ARER  ILUFUE o
5] Copyright (c) 1997... Copyright (c) 1997...  1989/12/31 Microsoft Times...

5l Cybertrust Global ...  Cybertrust Global Ro...  2021/12/15  Cybertrust Glob...

5 DigiCert Assured I.. DigiCert Assured ID...  2031/11/10 DigiCert

5 DigiCert Global Ro... DigiCert Global Root...  2031/11/10  DigiCert

(5 DigiCert Global Ro... DigiCert Global Root.. 2036/01/15 DigiCert Glabal ...

5] DigiCert Global Ro... DigiCert Global Root.. 2036/01/15 DigiCert Glabal ...

(5| DigiCert High Ass.. DigiCert High Assura.. 2031/11/10 DigiCert

[/ DST Root CA X3 DST Root CA X3 2021/09/30 DST Root CA X3

[S3lEntrust Root Certif.. Entrust Root Certific...  2026/11/28 Entrust

Flrese.anecsrows  Fosecanooaroair, ncansanfon  Fese.os s

AYB=ND... | | TIAT=HE)... BIER) HEZEA

X 5.28 MS Windows [ZF&A > RX F—)LEh TS /L— FEEERE

YA RO RAL 4 & T R—N—E LW b— RNRREROFEED
—H LW (FIIFEELRYY) 7 EOMERH 25613, [5.29 O X5 7%
HHEEAFRR SND, FILEILZ O A B < =7 —#jf & PSS, ZIUTE
HHEE T > T T — [ TIER, 2—FREDH A hOH— FEHFITR
R DZ EEEMLTNDLDRE, ZOEE FHIERE] ORZ Db
A MIERT 52 &b TE D,
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A

COEETET S\ —hREENEEA

I - Tl
2y A—FREDE

BEOHZ1-Y—(Cdo T JIRAD—R, AvtE—-2, JuL
TEFNIEEMSS0ET. il

NET:ERR_CERT_AUTHORITY_INVALID

Q  Chrome DEBSL/ULDTEL UF ¢ TR

LTLEEN

tTFaUTr TRESNAR—TICED

s

it

X 5.29 H—/\FIAZICMEL H S IBE IR RTINS ZEEERE (Google Chrome)

M7t — NGEE L UL, AR Cld7e < By CH A RRET 5 H CAE
BAE (Self-Signed Certificate, MMZA LA VEEAE L LIFIN D) <FEH
EOHIRPIN TNDEHEARE B EN,

ALY T —/ Ml O CSRIZEA &AT 9 Bt AR Thiudh—
MRIOFHRRD FERE 2 LR T 2 _RE TH DY, FEBHUFZ H 7o Tigly,
15 CIEHES L7z Web Hr— "OIHEMHER S, B S 2 3dhbiuiut, e
FTEARIZELNT A FThHoTH—STEAEEZFITL T NDEENS
VY BUZIERZ 2 Y — SSEEE FE S T0D B E S5 T, AERYA R Thn
EDORIEITIZRL 72 B0, WO H HAFAEEZHH L TWDEhb L5
T, RERYA R EFRLA (BISHEEZ B S B8N\ 200 L/
VY,

ZOT=OBHETII A MOFERRAE LV R ICHAE L AR ERY A MIGEHF
AFATLRNE 91295 BV SSL fEAE L W I DL H D, 7272 LUIRFEIT T
BHIm < 725,

EKEDOIEEFNUATHS 1SRG (Internet Security Research Group)
Tl Let’ s Encrypt &PFHIALHAXIM 90 H D SSL Hr—/ GERAE 2 HEEL CF
FTL TS (ISRG PISMT b, BRI — SFEED I T 24T > TO D IR N
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K ONFIET D)o HLTIE Let’ sEncrypt OW— EEEORITIL, 1ZTH
ks TEY , BHITRENAREE 2o TS (h—FEEO R b H )
fbTE5),

SRRERIIFAT LT — SEEAZEIC DWW T AN Th - Th i x 72 HE
MBEDHNEROET BN D5, ZOHE, WARITFERFERZY 2 k
(Certificate Revocation List: CRL) &PHINLD U A b & —HITHA L,
7R E A o — @S 5 (@EF L Web 77 U 0S O » 77— Mg
\Z[RIFFCBOAT 841 5), 7= OCSP (Online Certificate Status Protocol) &
FRINL8E T 0 b 2L THREHEORNIREZHER T 5 Z LA TE D, 0CSP
1% CRLAZHEATHUD 725 1EHED D 720D T, FEEO bR RE 2 i) D

ALY —IT{GLHTENTE D,

5.8.2 H—/ \FIBAZ MDA

FEERZ Web Yr— ST — GEHEZF1T L CE Y GA OFIEERNT T2,
F 9 Web H— 3T openss| genrsa 1~ > N2 L U ZABHSERE = RSA D7 % 1E
Bt (X5.30), WL FT 4 L2 RUIT key. pem DMER S I3, key. pem
IXPEMTEAT, ZOHIZHEEp & q. BLOEOREn, ABH#E (D—FL) e, 4
g (O—H) d FRFENTVD, key. pem (JIIRERNZENDOT,
WIEE=FNT 7B ATERNT 4 L7 FUIRIFT 2, 725K 5. 30 DRk
e (65537: 0x010001) % RSA DABHHEE (e, n) D e KT (5.6.2 THEM),
OpenSSL DHEILETIEEHICFHEIMTZD L 91T, KBTS £V K& e fl
LWL S ITe>TW\D,

Y —SREAEOFATIRIE TRt & SITEZRRZR2VAS, 2 2T key. pem O
HEMR L THhD, X5.31 @ openssl rsa =~ KXV key. pem DINEZTE
WCED, Mpoany @ TREIGNIZEFT 16 #E T, #ilZiE 00:b2:1f
I% 0x00b21f 3£, F7=modulus, publicExponent, ------ , coefficient MEL
%X 5. 32 1Z” T

ZZT d X (exdmod ((p-1)*(a-1) = 1 Zfi7=94T (d, n) D3R L 72
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%, F7- exponentl, exponent2, coefficient |ZLARDFHE LRI ITH 7=
BHOHOT, cofficient ¢ I& (gkc) mod p = 1 Zili7= K TH 5,

NTGEDERDHET LTe b, RICGEAEZA R (CSR) OIERkZ1T I, 1
BRI 5.33 DX 51T openssl req =<2 RT(TH, [X5.33 TRFEIDOAZY
> 7 DI AINETEH 523, Common Name (ZELHF—L), A—/LT RLR
LSMTd £ BETIER, FHCIE R —DI— D R AL 4 (@
IXFQDN) Z45ET 50, MEX AT HE R I RVGEENBITIND
TeOIEENMEETH D,

5.33 DA~ RIZXV L b7 47 FUIT esr.pem RTEHDT,
TNARBREER T A —/LR0 Web 70 b OB ETEIUT RV, IV ik LAEAE
MELNTRDLETH D,

I TIHHECREE (LA LVREAE) OFEROBATEEM T 503, 20
csr.pem (Z openss| ca I REAMEH L THD CTE4 L TH— FEHEL/E
5 Z & B ARETH D,

# openss| genrsa —out key. pem 1024
Generating RSA private key, 1024 bit long modulus (2 primes)

e is 65537 (0x010001)
5.30 openss| genrsa 37> KIZ& % RSA R7EBOARK

# openss| rsa —in key. pem —text —noout

RSA Private—-Key: (1024 bit, 2 primes)

modulus:
00:b2:1f:de:d7:a3:54:f0:17:d9:be:cb:70:7d:46:

publicExponent: 65537 (0x10001)

privateExponent :
7e:93:8d:3¢:79:31:83:87:bf:51:08:aa:40:2b:97:

primel:
00:dd:3d:58:6e:6b:03:4d:0c:64:ee:7d:cc:cb:5c:

prime2:
00:ce:1lc:5b:61:8d:b4:8c:07:28:66:be:e9:f2:5e:

exponent]:
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00:c2:4c:21:el:b7:31:ca:f4:db:9f:67:£3:£3:31:

exponent2:
1f:08:ce:09:a6:58:ab:2c:fe:bc:b9:ca:c8:1f:cc:

coefficient:
00:b3:9d:42:10:¢c2:9a:83:dc:fd:a8:8e:c5:dd:0d:

5.31 openss| rsa a< > RIZ&k BE8OHR

modu lus n = pxq
publicExponent | e = 65537 (=0x10001)
privateExponent | d: (exd) mod ((p-1)*(g-1))

1
—_

primel p

prime2 q

exponent1 d mod (p-1)
exponent?2 d mod (g-1)
coefficient c: (okc¢) mod p = 1

5.32 5. 31 DIEEDERK

# openss| req —new —key key. pem —out csr. pem

Country Name (2 letter code) [AU]:JP (B4)
State or Province Name (full name) [Some—State]:Chiba (B4)
Locality Name (eg, city) []:Chiba ()

Organization Name (eg, company) [Internet Widgits Pty Ltd]:MetSec  (KAfk4)
Organizational Unit Name (eg, section) []:HogeBar (¥\E4)

Common Name (e.g. server FQDN or YOUR name) []:www. hogebar. jp (FQDN)
Email Address []:7seki@hogebar. jp (A—=LT FLR)

Please enter the following *extra’ attributes
to be sent with your certificate request

A challenge password []: (enter)

An optional company name []: (enter)

X 5.33 CSR DYERL. (enter) TR —F—DANEEKRT S.
5.8.3 V547 FERELE

[X] 5. 27 TlxWeb 7T % (7547 ~) D Web — %233 F (F=v7)
LTCWAR, WY =N TAT v badliE (Fov ) §HZLHAMRET

35



HoD (BHWIFHERET 2 Z & AHE), — 037 T4 7 NEilild 5%
I ATV MFEIEEFDN, 7 T7A 7 > NMIZZ FA 7 MEAZEEZ A VA h—
NS DUENDD, 7747 2 NRIHI—DRFED Y 74 7 2 NOITHE
e a7 a] LTWE5 72 1IN,

5.9 TLS (SSL)
5.9.1 TLS (SSL) &l

SSL (Secure Socket Layer) 324 %) WW CHg B-LilfE (HITPS) &1T 5 7281,
Netscape Communications ff (Netscape 77 7 ZFH3E) MBHFE L7-. AR
FEFIA LR S LA e 5 (BIEILHTTPS LIS CHEEAARE), /N~—Y 3 v
TITABIRNCHEIEN R &SN, A=Y 302 (1994 4F) HABIBER LT
frgstens g sz, 1995 42/ 3— a3 (SSL3) MAR SN, “ha
FEFEIE LT 1999 4F(Z TLS1. 0 (Transport Layer Security 1.0) & L CHEYE(L,
IITNAD,

Z D% LITH < SSL & TLS I EPFH Ea7z23, 2014 4FEE) S SSL3 12528 Eod
RIRESANN S DR 2730 (POODLE, Heartbleed Bug 4%) . FHAETIE SSL3 ffi
FHIERELE L 7o > TN D, B CIE TLS1. 3 (2018 4F) A% TLS D/ N\—
G THLN, X2V T 4 MEICERT 2K RV AT LTIE, ZORET
DEFIRD TLS ZfhH & Th 5,

—J7 SSL &V FHEZSSL/TLS D K 9 IR A% 72 HFEICFRE > TV D73,
FEEIEA ST D DL L DA TLS Thh D HEREH 5 - T SSL3 &l
5 ERAITIEZ 2N & BN SRR X 9 IZ HITPS & TLS Off 73 HELE
SAL, SSL3 1T & A S S TR,

5.9.2 TLS (SSL) TD/N\> kx4

TLS (SSL) I3, #cfllZ/ZABRsES 50> RSA <2 DHE, ECDHE Z{# ] L C kbt %
A L, DRITEEEE S TEEEIT O 7Y v RS AR ThH 5, [X5.34
IZTLS TOH—RE T TG4 T2 "Dy RyeA 7 ORET %753, TLS Tl
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5. 34 O Handshake finished %ICki% 7270 h L CIB{ERRECTH DM, =
DEZTSICLDTr b2y (TFVr—ray) OBTvUHREES (Wb
DD weeeee over SSL/TLS LIHIN D71 k=),

TLS THDT 7V r—= a DT TRt EAT 5 8E1E. &A1 5 TLS D@
(BEAT D HEE . BANIHE AL L2\ ClIE D) TLS ORFAIcEl » B x
% STARTTLS HEndh5, £7-. SSH OR— 7+ U— NHERE (KIESIR) %
AT &V kb d D,

954AF7V H—/\
Handshake ClientHello

Handshake SeverHel lo
Handshake Certificate
Handshake ServerKeyExchange

Handshake ServerHel loDone

Handshake ClientKeyExchange

ChangeCipherSpec
Handshake finished

ChangeCipherSpec
Handshake finished
ES{LEE EELEE

B534 LSO R4y (U547 MEHEL)

anaE Pttt
| VL !

5.9.3 SSH MR— b 7+ 7 — FifkhE

SSH (Secure SHell) & TELNET ({fARSiA) OHEEAll/S—T 3 THU .
BET—# ORFFAUIZ SSL/TLS ZEH LTS (R— FMEF1T 22 7).,

F7o. SSHIMARHAMREOMICAR— 7+ U — FEREZ A L T D, A—
N7 4T — RERECIE, SSHAR— R &7 71 r— 3 DR — b~ S
HOZLENTED, ZOKREE WS UERE DA DED & Wk a
7w ratRx (Fa haj) TH SSH Z2%H L CTh A LidfE 217 9 Ho3AlkE
L7325 (X5.35, [X5.36),

SSH DAR—F 74U — KR, =N T3 T—RKREVE— R T3+ T—FKD
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2 FRSEMET D28, ®5.35 1 Zu— N7+ U— ROl Th %, a—HhL7+
U— RIZLLTF D a~ > REFATLIZEAOEWET, Local @ 8000 FHAR— k%
Remote ¢ SSH7R— h Z % LT, Target ™ 80 HAR— MBS ELHZ LT
&% (<> FiZ Local TZHET),
ssh —L 8000:Target:80 user@Remote —fN

Z 2T, BEROTOFEET, Remote ~ user £ L TR A THILET

1Thbd, F£7- Remote & Target ILFE—DHFA M THIEDAR,
8000

80
2 < =
SSL/TLS
O
I l SSHA—k SSH*"‘I I g .
ﬁ 22 °© 9 _ug

Jassaz=ss) FAHE

Local Target

....... =

Remote

(5.35 SSHoA—AJILT+T—K

4 5.36 13V E— F 74+ T — FOFIT, LLFDa~y FEFETLIELEIT,
Remote ¢ 8000 ZF7R— k% Local ¢ SSH Ak— h Z#%&H L C, Target ™ 80 R —
MBS 2 Z LN TE B,

ssh —R 8000:Target:80 user@Remote —fN

T —HVT7 4T — R ERKRIZ, BEOT- O DFEGRES Remote ~ user & LT

07 A 952 LTI, Local & Target [Z[FE—DHRA M ThiEDAR,

SSL/TLS %

I I ogo SSHAR— ~ SSHAR— ~ [_]
o 22 [==3] =
R = EEEEER FEEEER
Remote Local Target

536 SSHDYE— 7+ T—FK

B, avy KA v ar o —f 3, HEREHERTT A0l 7 s w v
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RIZBATT 2720DA T a o ThH Y N [ERemote ~D 17 A ARHI 7 A
YV NREDAT Y REFTLRNEIICT 24T v a v Th o,

4 5.35, X 5.36 13y NV —27R—hk (INET RAA Y7y ) HOT+
U— FHRETH 523, ssh TIL INIX RAAL YTy MIOWTHIlBEE 7 +
T—RF5ZEMTED, WIX RAL Y7y MEE [F—HRRX MOTrk
ARBEIE ZAT D 2O DHFAART, TDY oy N7 7 A N EEL T AF+:
MIEEETT 5. MSWindows TIE, [RIU &L 5 72l 29 A% [AREIfFE S
A7 (named pipe)] &FES,

iz 13X,

ssh —-L /tmp/docker. sock:/var/run/docker. sock user@Remote —fN
AN LSS, u—H /LR A MO unix:///tmp/docker. sock & Remote @
unix:///var/run/docker. sock % SSH THEOMOIT 2 Z L ANATREC, #&tot T4
\Za—A /L7 A R C docker -H unix:///tmp/docker. sock ps % SRAT L7-4#4.
Rtemote C docker ps =~ RNFE[TIN D,

72k 7L LTI L7z Docker BRI OWTIL, BIOBEEFEZRIRL
TIHETZU,

SE R

L FEEHTE, “HA 2 RIZBT 280 L sk BT 5 —857, KIRGE L hamis:
OB 37 4. 2003

. HEFRSL, T ERERO T = 7~ R LIZ A7, 2013

. IPA, https://www. ipa. go. jp/security/pki/index. html

. OpenSSL, https://www. openssl. org/

. RFC5480, RFC3279

. Linux Man Page (man ssh)

S U1 W DN
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